Nowadays, malicious cloaking on web sites becomes a problem. Details on web sites are changeable according to IP addresses where users come from. Malwares on malicious sites can be temporarily eliminated when contents on the sites are scanned by virus detectors such as cyber polices or search engines, so that the malwares are just sent to victims such as ordinary PCs and smart phones. Especially, anti-virus software is not installed into smart phones in general since the software requires more CPU performance and more memory resources, particularly when generic or heuristic analysis is taken for detecting malwares. There are services which scan malwares instead of users' computers monitoring information passed through from a server to the computers. However, user's privacy is revealed in the services, and if on business use, secrets in business can be leaked. Therefore, we propose a system which prevents users' computers from taking malwares on cloaked web sites with keeping their privacy and secrets in safe.
Introduction
Cloaking on web sites has been a problem in recent years. HTTP daemon (HTTPD) on a web server can send different response to each web client according to source IP address, browser agent type, HTTP cookie, etc. Almost all news sites, blog sites and other commercial sites provide information to customer with no charge and those sites obtain fee from ads on the sites. The more suitable the ads are for each customer, the more effective commercial message by the ads is. Therefore, main contents, e.g. news, blogs, are usually provided with changeable ads on many sites in order to correspond to customers' favorites. When the contents are likened to a human body, the ads can be likened to a cloak on the body. Anyway, web contents which can be accessed by the same URL may not be the same, and using this technique is not limited for malicious use. While, malicious sites can intermix malware in the contents on the sites, and the intermixed contents are sent only to victims. Nowadays, the words of "web cloaking" are generally used in this meaning [1] .
When malicious sites carefully select victims by watching source IP address, browser type and version, OS type and version, etc., malwares are effectively executed on the victims' computers without giving cyber police any knowledge where the malwares come from and how they work. Of course anti-virus software for PC has been spread, but that for smart phone is not spread so widely. Users of smart phones often don't want to install anti-virus software on their phones. The software is heavy enough to prevent their comfortable work with their phones, since calculation performance and energy in battery on smart phone are smaller than those on usual PC.
There are some existing services as countermeasures for malware without installing heavy anti-virus software on users' computers. However, users' privacy is not protected in the services. Information which contains users' privacy can be collected by servers which provide the services. There are also detecting cloaking technology in which cloaked part in contents can be eliminated. However, layout of one page on a web site might be collapsed when some parts, especially ads, are eliminated from the page. By the method in this technology, everything which is judged different from each other is eliminated whether it is malicious or not.
Therefore, we propose a new method which prevents users' computers from taking malwares on cloaked web sites with keeping their privacy and secrets in safe. Moreover, we implement the method and evaluate it to prove how effective the method is.
Related Works
Methods and services against malwares are introduced in this chapter. Moreover, problems on these methods and services are indicated.
White Lists
Filtering by white lists is one of the good countermeasures against malicious web site which includes malwares. One of the most famous representatives of the filtering services is Kids Goo [2]. The white lists indicate which is good and which is not good among web sites. By using the filtering service, malicious sites can be eliminated when accessing by web browser even if any anti-virus software is not installed. However, as is mentioned in chapter 1, cloaked sites may be listed on the white lists since the sites can easily detect crawlers which are used for selecting sites for making the lists.
Example of a HTTP request header is shows in Figure 1 . There is much information of a client for a web server which the client is connected. For example, when paying attention to an item named "User-Agent", it is obvious that the web browser of the client is Microsoft Internet Explorer version 9.0 and OS of the client is Microsoft Windows 7. Moreover, it can be read that the Windows 7 is 64 bits version.
Figure 1 Example of HTTP request header
On the other hand, when a crawler connects the site, the value of the same item is completely different. For example, if it is a crawler by Google, the value of the item is as follows; "User-Agent: Googlebot/2.1 (+http://www.google.com/bot.html)".
Of course, any item in a HTTP header such as "UserAgent" can be forgeable. If a crawler by cyber police impersonates itself as a web browser on a general PC or a smart phone, any web server cannot tell the crawler apart from others only by HTTP header. However, HTTPD can obtain additional information such as IP address although HTTP is on the session layer and IP is on the network layer. Thus, IP addresses which are often used by crawlers can easily be eliminated from lists in order to send malwares.
There are researches for detecting cloaked sites [3] [4]. Methods in the researches are effective countermeasures against cloaked sites which try to avoid being found by cyber police. However, there are many web sites which provide news, blogs, etc. with ads which are changeable by clients. If white lists are generated by using the methods, not only malicious cloaked sites but also ordinary news sites can be eliminated from the lists.
HTTP Gateway
There are services in which contents are inspected for malware. It is comfortable for client PC in terms of performance on itself that the inspection is executed on the transaction on a server which contents by HTTP are passed through. One of the representatives of the services is "aguse Gateway" [5] provided by the agusenet co., ltd.
Clients can connect to any web site by putting URL which they want to connect on "aguse Gateway" web site. The gateway sends the client contents from the site after it inspected the contents for malware. Especially, the gateway can reply a web page as a graphic image. In this mode, no programmed code, of course malicious one is included, can be executed on clients. By the gateway, not only contents by HTTP but also those by HTTPS can be inspected for malware, although contents are securely encrypted by HTTPS.
Thus, HTTP gateway is one of the good solutions as a countermeasure against sites that try to send malwares with cloaking. However, in terms of privacy protection, the gateway has a problem. Users' privacy and secret can be collected by the gateway even if their web browsers connect to a web site by HTTPS [6] . Moreover, through the gateway, some kinds of dynamically generated contents, such as those by Flash, might not be provided correctly.
Dynamic Analysis
In recent years, malwares become hard to be detected. One of the ordinary detecting methods for malwares is pattern matching. In the method, remarkable code patterns in a malware are extracted and the patterns are called signature. However, malwares have evolved in recent years. Some of malwares take a shape of metamorphic virus. In this shape, some meaningless codes intentionally cut into codes which are defined as the signature of a malware in order to collapse the bit sequence in the signature. Another shape is polymorphic virus. In this shape, malicious codes are encrypted. Of course, a key for the encryption is different on each malware even if functions of the malwares is the same, i.e. signature of them can be detected by pattern matching if they are not encrypted.
As a countermeasure against those metamorphic, polymorphic and also unknown new viruses, methods [7] - [15] with dynamic analysis are proposed as is called heuristic and generic analyses. These analyses are effective for finding evolved or unknown malware. However, it is too heavy to work on ordinary computers especially such as smart phones. Moreover, some kinds of malware avoid execution on a special machine for analysis such as virtual machine [16] . No effective countermeasure is found against these kinds of malware.
Add-on for Web Browser
Add-on is a software tool which works on web browser. Especially, many add-on tools for Mozilla Firefox have been developed since Firefox is a free and open source web browser and it works on major operating systems such as Windows, Mac OS X and Linux. In this section, some famous add-on tools against malware are introduced and at the same time problems of the tools are discussed.
Adblock Plus [17] is a tool which blocks banners on Firefox. When a user clicks the right mouse button on a banner and selects "Adblock" on the popup menu, the banner disappears after the next browsing. Filter sets for existing banners are distributed and many banners can be automatically blocked by the filter sets. However, each targeted banner on the filter sets depends on black lists. Cyber polices and search engines cannot put ads with malware on the lists since they cannot detect malware which is distributed from cloaked site as is mentioned in section 2.1.
NoScipt [18] prevents Firefox from being attacked by cross site scripting (XSS). JavaScript or Java Applet only from trusted sites is allowed to be executed and plug-in software is allowed to be loaded for only trusted sites. However, accuracy of trusted sites just depends on white lists and malicious sites can be listed on white lists as is mentioned in section 2.1.
RequestPolicy [19] restricts jumping from the domain in browsing to other domains which are not listed on white lists. Warning appears when a web page is redirected to a page on other domains by "Location" header in HTTP. However, the restriction mentioned above depends on white lists. Moreover, the restriction seems to bother users strongly when the users see infamous but safe contents.
Thus, existing services depend on white lists or on black lists and the lists are helpless against cloaking. Of course, we never deny any of them since they can collaborate with our method.
Proposed Method
Proposed method is described in this chapter. As is mentioned in section 2.1, cloaked sites can be detected by existing technology. However, some good sites with changeable ads cannot be distinguished from malicious cloaked sites. Therefore, elimination of cloaked sites from white lists is useless. Of course it is possible to eliminate only cloaked parts from web contents by applying the technology mentioned above. However, layout of a page may be collapsed when the parts are eliminated, especially when the parts are ads which are arranged around a news article or a blog body. Therefore, we propose a new method in which cloaked parts in a page are replaced with other safe parts with considering maintaining a layout of the page, even if JavaScript or Flash is applied on the page.
Method for Replacement
In this section, methods for replacing the parts in a page are described. The three methods are proposed according to construction of cloaked part.
Image Tag
A method of using image tag is one of the simplest ways for replacing ads according to users' favorites or sponsors' contracts. By the method, the value of SRC attribute in IMG element is changed every time. As shown in Figure  2 , an image which is linked from a HTML page is changed. An image "pic1.gif" is shown on a web browser at the first response but the image is changed to "pic2.gif" at the second response. In our method, width and height of the image is stored in order to maintain a layout of the page. If the IMG element has WIDTH and HEIGHT attributes, the values of the attributes are stored. In the condition that those attributes do not exist but there are "width" and "height" properties in a cascading style sheet (CSS), the values of the properties are stored. If those attributes and those properties do not exist, the size of the image is captured in the header of the image file. Of course, construction of the header is different according to the format of the image. Detail of the way of capturing is described in section 3.2. 
JavaScript
JavaScript is usually used for changing images on a page. An example in which URL for images is changed by JavaScript is shown in Figure 3 .
Figure 3 Example of cloaking by JavaScript
In this figure, it is indicated that different image can be shown on a page written with the same HTML. Moreover, numbers of patterns for making code by JavaScript for changing images are almost infinite. Therefore, in our method, URL which the code tries to connect is extracted after vurtually executing the code by JavaScript. If the URL is different within several trials and if an image is located by the URL, the image is replaced with a safe and meaningless one with considering its size as is described in section 3.1.1.
Flash
Flash technology is also usually used for changing images on a page. An example in which a file for Flash (SWF) is called in HTML is shown in Figure 4 .
Figure 4 Example of cloaking by Flash
By using Flash, small size SWF is usually executed on a client and the SWF connects to a server in order to obtain an image or a movie from the server. Therefore, HTML from the server may not be different as shown in HTML in Figure 4 even if images shown on a page are different. Moreover, the code in the SWF files which are linked to different images may be the same with each other since the images are needless to be selected by SWF and they can be selected by a server which the SWF connects to.
In our method, any response which corresponds to a request by SWF is watched and hash digest is calculated from the response. If there are different hash digests from several responses by the SWF, each image in the response is replaced to a safe and meaningless one. The reason why hash function is used for Flash is that many contents might be contains in the response and the size of the response is not clear until whole of the response has been transferred to a client.
Detection of Cloaked Contents
Program against cloaking in our method exists between a web browser and a web server. A URL which a user wants to connect to is sent from the web browser to the program and the program connects to the web server by the URL instead of the browser. The URL is also sent to a search engine for detecting cloaking.
The program and the search engine connect to the web server by the URL and responses from the server are corrected on the program as shown in Figure 5 . User's privacy or favorite is not leaked to the search engine since the search engine obtains contents which correspond to the engine's favorite while the program on the user's computer obtains contents which correspond to the user's favorite. Images sent from a server are the same sometimes by chance when the server randomly sends a image among several different images stored in the server. Therefore, the search engine for detecting cloaking should take the same image several times, while a user's computer takes the image only once with considering packet costs, memory size, etc.
If HTML files in the response from the program and by the search engine are the same, bit sequence of images might be different as is mentioned in section 3.1. Therefore, the program and the search engine obtain contents which are linked from the HTML file by the URL. The contents include images directly linked from the HTML, images linked by JavaScript on the HTML and images obtained by SWF linked from the HTML. Hash digests of the contents (ads) are listed on the program and on the search engine, and then they are compared on the program as shown in Figure 6 . If a different pair of hash digest is found from the same link, a image which corresponds to the hash digest is replaced. Figure 6 Comparison of additional contents by hash digests
Analysis of Contents
The size of an image should be obtained in order to keep a layout of a web page. In this section, it is mentioned how to extract the size from several kinds of images in major format.
BMP (Bitmap Image)
In this format, as is shown in Figure 7 (a), the file begins by 2 bytes with the value of "0x42, 0x4d". Width and height of the image are stored in the chunk named BITMAPINFO_HEADER which begins after 14th byte. In Figure 7 (a), width of this image is shown in 4 bytes from 0x12 to 0x15 and height is shown in the 4 bytes from 0x16 to 0x19. The values are written by little endian.
Figure 7
Positions of width and height in major formats of images
PNG (Portable Network Graphics)
In this format, as is shown in Figure 7 (b), the file begins by 8 bytes with the value of "0x89, 0x50, 0x4e, 0x47, 0x0d, 0x0a, 0x1a, 0x0a". Width and height of the image are stored in the chunk named IHDR which is 13 bytes long. In Figure 7 (b), width of this image is shown in 4 bytes from 0x10 to 0x13 and height is shown in the 4 bytes from 0x14 to 0x17. The values are written by big endian.
GIF (Graphics Interchange Format)
In this format, as is shown in Figure 7 (c), the file begins by 6 bytes with the value of "0x47, 0x49, 0x46, 0x38, 0x39 (0x37), 0x61". Width and height of the image are stored in the chunk named GIF_Header which begins from the top of the file. In Figure 7 (c), width of this image is shown in 2 bytes from 0x06 to 0x07 and height is shown in the 2 bytes from 0x08 to 0x09. The values are written by little endian.
JPEG (Joint Photographic Experts Group)
In this format, the file begins by 2 bytes with the value of "0xff, 0xd8". JPEG is a name of a standard but the name of the file format is JPEG File Interchange Format (JFIF). Each chunk which includes information or definition of the image is called segment in JFIF. Width and height are not stored in fixed position since segments are not lined with a fixed sequence in JFIF. The beginning of each segment is shown by 2 bytes code named marker. A marker for information of the image is called frame header. The value of the header is in the range from 0xffc0 to 0xffcf and the range is different according to encoding algorithms. An example of the frame header is shown in Figure 7 (d). In this example, width of this image is shown in 2 bytes from 0x06 to 0x07 and height is shown in the 2 bytes from 0x08 to 0x09. The values are written by big endian.
SWF (Small Web Format)
In this format, the file begins by 3 bytes with the value of "0x46 (0x43), 0x57, 0x53". Information is expressed by flexible length bit arrays while it is expressed by fixed length for ordinary image formats, so that total size of SWF is short. Width and length of this format is stored in an area named stage at the 8th byte. Five bits from the top of the stage indicates the length of each of width and length. At this time, if the header shows the format as CWS, data after 8th byte are compressed by zlib format. When the data are compressed, they have to be extracted before going to the next process. As shown in Figure 8 , width and height are written in the area after 5th bit of 8th byte. The area is separated into four parts and each of them has the length decided by the first five bits of 8th byte. The four parts are sequentially constructed as follows; x-coordinate of top left (minX), x-coordinate of bottom right (maxX), y-coordinate of top left (minY), ycoordinate of bottom right (maxY). Width and height of the stage can be obtained from the four coordinates. As an example, binary dump of a SWF is shown in Figure 9 . In this example, the value of five bits of 8th byte shows "0b01100" Therefore, the length of the four parts after this value is 12 bits each. After the data "0x00, 0x3e, 0x80, 0x00, 0x12, 0xc0, 0x00" are changed into bit arrays and then the arrays are divided into four parts with 12 bits length each, it is found that minX is 0, maxX is 2000, minY is 0 and maxY is 600. Therefore, the length of width is 2000 and that of height is 600. Degree of the length is Twip (Twentieth of an Inch Point) which is used for designing windows in order to move object smoothly by ActionScript in SWF. 1 pixel is 20 Twips. Therefore, the length of width is 100 pixels and that of height is 30 pixels.
Figure 8
Positions of width and height in SWF Figure 9 Binary dump of sample SWF
Replacement of Cloaked Ads
Contents which include images or movies are replaced when a cloaked web page is found. A cloaked image or movie is replaced with a safe and meaningless image after being resized as shown in Figure 10 . A web browser on a user's computer does not know whether some of images are replaced or not since a program between the web browser and a web server replaces images and the program sends correct HTTP response to the browser.
Layout of a page is not collapsed since a replaced image has the same width and height as original one has.
Figure 10 Replacement of image
If code which is not related with images or movies is cloaked, the site may be malicious since the code is not for commercial use. In this case, the search engine of our proposal sends "warning" to the program of our proposal on the client. Or if malware or malicious code is detect in HTML on the search engine, the site is completely malicious. In this case, the search engine tells the program that the site is malicious, regardless of whether HTML files between on a client and on the search engine are the same or not.
Evaluation
Evaluation of the proposed method is described in this chapter. We implement the method before evaluation and environment for the evaluation of the implementation is shown in Table 1 . Contents types for this evaluation are BMP (24bit color), PNG, GIF, JPEG and SWF (FWS, CWS). Each format has three patterns in which width, length and file size are different. Moreover, in order to compare time for analysis of the contents or for hashing them with ordinary web browsing time, time for HTTP (from request to response) is also measured. The result of the evaluation by C language is shown in Table 2 and that by Greasemonkey is shown in Table 3 .
Time for analysis of all of the formats is within 10 us in Table 2 . In this analysis, only width and height are pulled out. Therefore, file size is not related with the time.
such as aguse Gateway can protect any computer. However, that kind of gateway can collect information which includes users' privacy and secret, while our method does not leak any information in HTTP request header to other server. Moreover, with our method, layout of a page is kept original even if JavaScript or Flash is used on the page for the layout.
Of course, we do not think that the proposal is the perfect solution for browsing on smart phones. Our proposal is useless for phishing sites since those sites can steal users' secret without malware or cloaking. However, our method can be used together with other method such as white lists since our method denies no other method unless there is no problem of privacy leakage.
We implement the proposed method as add-on software of a web browser. The software can collaborate with other add-on software such as Adblock Plus, NoScipt and RequestPolicy etc. Moreover, in order to enable the software to work, no other complicated setup as is on local proxy server etc. is required. In future work, we will research various kinds of attacks to vulnerability on weak devices such as smart phones and will investigate more effective countermeasures against the attacks.
